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The Orchestration Layer

A production blueprint for Claude Managed Agents.
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The infrastructure illusion

purface Agent Logic

(Prompts : Model Routing)

Retry Logic

Tool
Orchestration

State
Persistence Takeaway

Managed Agents abstract the execution layer. By handling
sandboxing, auth, and state entirely server-side, engineering
teams focus purely on business logic — not brittle agent
loops.

gVisor

Sandboxing

Credential

Vaults

Building an agent is the easy part. Running it reliably is
where teams get stuck.

Context
Compaction
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Messages API vs. Managed Agents

DIY: Messages API Managed Agents
Session length Short-to-medium Long-running (hours+)
State persistence Developer-managed Built-in (server-side, durable)
Sandbox security Developer-provisioned Fully managed (cloud or self-hosted)
Advanced primitives Not available Built-in (Outcomes, Dreaming)
Batch API Supported (50% discount) Not supported
Compliance HIPAA / ZDR eligible Not yet eligible (stateful by design)
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04 / ARCHITECTURE
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The core architecture triad
The Harness
BlOCk 1 Stateless orchestration loop - API calls
The Session
BlOCk 2 Durable, append-only event log
The Sandbox
BlOCk 3 Disposable gVisor container &
Mechanics Resilience Security

Managed Agents separate execution into three

If the Harness crashes, it resumes cleanly from the
decoupled components.

A compromised Sandbox cannot reach the Harness or
Session log.

alter the immutable event history.
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Built-ins & MCP

Built-In Toolset I MCP Servers

Bash GitHub
File I/0 (read, write, Agent Layer Slack
grep, glob)
Web Search Internal APIs
Concept Extensibility
Claude autonomously selects and executes tools within the The Model Context Protocol (MCP) acts as a universal standard — a "USB-C for Al' — allowing standardised
secure sandbox. integration with third-party data sources and proprietary enterprise systems.
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The vault system: structural credential protection

Sandbox Attempts exfiltration Credential Proxy
Malicious prompt Injected server-side

_______________ >
[ Point

The Mechanism The Guarantee
Vault credentials never enter the gVisor sandbox address Even with a successful prompt injection, attackers cannot steal vault secrets. The attack surface shrinks from
Space. "steal any token” to "misuse existing tool permissions.”
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07 / PRIMITIVE
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fining ‘done” th imiti
Defining ‘done” the Outcomes primitive
Explicit Rubric
Generates output Criteria met Workflow
Worker Agent Grader Agent Comntet
(isolated context) omplete
A 1
[
| e fomd
The Problem The Solution The Result
Standard agents stop when an output merely appears A separate Grader Agent evaluates output against a Improves task success by up to 10 points on complex
plausible. rubric, looping until criteria are met or the iteration jobs (e.g., +8.4% on docx generation).
budget is spent.

=\~ FOUNDERR PULSE THE ORCHESTRATION LAYER - MANAGED AGENTS FOUNDERRPULSE.COM - 07 [ 15



08 / SCALING

Multi-agent orchestration

Lead Agent
(orchestrator)

FOUNDERR PULSE — ENGINEERING BRIEFING

Specialist Sub-Agent
(Code Reviewer - 0Opus)

Specialist Sub-Agent

(Database Querier - Opus)

Specialist Sub-Agent
(Writer - Haiku)

Shared Persistent Filesystem

Delegation

Tasks too large for one context window are routed by a
Lead Agent to specialists.

Isolation

Each sub-agent runs independently with distinct tools,
models, and fresh context windows.

Collaboration

They communicate via event payloads and collaborate
on a shared, persistent filesystem.
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Memory consolidation: Dreaming

Sessions Dreams API Lessons Project ; Future
1-100 (research preview) Memory Store Sessions
C C
Concept Mechanism Impact
A formal mechanism for agents to learn between Non-parametric memory consolidation: analyses past In early usage, Harvey reported a 6x improvement in
sessions — an automated post-mortem. runs, identifies successful tool patterns, merges completion rates as agents stopped repeating tool-
duplicates, builds a structured runbook. specific mistakes.
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The ‘defaults’ warning

QUICKSTART DEFAULTS PRODUCTION HARDENED
l— —i X
- Agent All 8 % Agent 2 Disabled
tools open tools

l— — X
m— — X —m

N I 7/ T

_._ Unrestricted ' O L Limited IP

PN egress 1 1 nodes

I | S

The Risk The Reality
Out-of-the-box defaults are maximally permissive: full bash access, unrestricted Unrestricted networking + bash = a direct path to data exfiltration on prompt injection.
outbound internet, zero human confirmation. Every deployment must be actively reconfigured.
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The security hardening checklist

"networking": {
"type": "limited",

1. Limit networking: Restrict outbound traffic to an explicit allowed-hosts

list. "allowed hosts": ["api.github.com"]

"default config": {"enabled": false},
"configs": [{"name": "read", "enabled": true}]
required.

"permission policy": {

3. Permission policies: Use always_ask for high-risk operations to force
"type": "always ask"

human confirmation.

4. Pin dependencies: Hardcode package versions in the environment packages™: {

"pip": ["pandas==2.2.0"]

config against supply-chain attacks.

| 2. Least privilege: Start with tools disabled; enable only what is strictly
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Understanding the economics

STANDARD MODEL TOKENS INFRASTRUCTURE FEES

SEREET fuo o G e Container runtime:

. (’j;;) $0.08 / session-hour (active runtime only; idle is free).
input vs $15 output

Built-in w rch:
Prompt caching is built in natively, drastically reducing costs on long- 4 eb seanc

running tasks. $10 / 1,000 calls.

The Hidden Cost The real variable is tool-call token accumulation — every bash command and file read adds to the context window.
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Production deployment patterns

Async
Webhook trigger i
User Cloudflare — Anzhroplg Mzgaged Slack
B S——— ent Sandbox
Message Worker (edge) g Thread
J Webhook callback
The Pattern The Implementation The Result
The ideal production setup bypasses dedicated Use serverless edge layers (Cloudflare Workers) to fan Server-Sent Events relay real-time progress while the
backend polling services. out tasks and handle webhook callbacks. container filesystem persists across async follow-ups.
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14 / SYNTHESIS

The production Al stack

=\~ FOUNDERR PULSE

Application Logic & Webhooks

your code

Advanced Primitives
Qutcomes -+ Multi-agent - Dreaming

Security
Vaults - Network limits

Compute & gVisor Sandboxing

managed runtime

THE ORCHESTRATION LAYER -
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The Paradigm Shift

Everyone else built a construction worker. Anthropic built the contractor.

The Conclusion

You provide the success rubric, the secure environment, and the tools.
Managed Agents handle the orchestration, the security boundaries, and

the state management.
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Next steps for engineering teams

> Phase 1: Prototype

Use the Claude Console to design the base Agent configuration and Environment YAML.

> Phase 2: Secure

Audit the configuration. Migrate all credentials to Vaults and enable Limited Networking.

> Phase 3: Deploy

Implement via the SDK. Integrate Webhooks and the Outcomes primitive for asynchronous reliability. Ensure the

required header is active: EENELEGEEIIsEwicp Ryl SOk
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